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HIPAA COMPLIANCY: AUDIT PREPARATION 
 

In the overwhelming midst of the many healthcare audits… 
Providers are struggling to understand and accommodate these audit demands into their everyday workflow.  
Tag teaming audits from the Comprehensive Error Rate Testing (CERT), Recovery Audit Program (RAC), HEDIS 
chart audits, and the many subcontractors associated with audits, i.e., Supplemental Medical Review Contractors 
(SMRC) and Zone Program Integrity Contractors (ZPIC), comes the Health Insurance Portability and Accountability 
Act (HIPAA) audits.  
 
The Health Information Technology for Economic and Clinical Health Act (HITECH) now requires the U.S. Department 
of Health and Human Services (HHS) through their Office for Civil Rights (OCR) to periodically conduct audits for all 
covered entities and business associates subject to HIPAA Privacy and Security rules.  
HHS redesigned the random audit program and started performing new audits October 1, 2013. 

 
The HIPAA Omnibus final rule introduced and solidified a new penalty structure and definitions relating to violations. 
Three terms to pay attention to under the new, tougher penalty structure: 

• Reasonable Cause: An act or omission in which a covered entity or business associate knew, or by 
exercising reasonable diligence would have known, that the act or omission violated an administrative 
simplification provision, but in which the covered entity or business associate did not act with willful neglect. 

• Reasonable Diligence: Business care and prudence expected from a person seeking to satisfy a legal 
requirement under similar circumstances. 

• Willful Neglect: Conscious, intentional failure or reckless indifference to the obligation to comply with the 
administrative simplification provision violated.  
NOTE: Willful neglect must be investigated and penalties are mandatory. HITECH provisions allow 

continued corrective actions, even if there is no penalty. Also, now the state Attorney General can 
bring HIPAA actions. 

 
The Office of Inspector General (OIG) has identified 124 high-impact vulnerabilities which place Protected Health 
Information (PHI) at a higher risk of unauthorized access. These areas are categorized into administrative, 
physical, and technical issues in the Security Rule; and were considered based on cost, potential significant 
harm, and risk to quality of care.  

 
 

Practices face higher penalties for HIPAA violations, (effective for incidents after Feb. 17, 2009). The maximum penalty 
is $1.5 million for all violations of a similar type in one calendar year. The penalty tiers are as follows: 

 

• Tier 1: Did not know and, with reasonable diligence 
would not have known - $100 to $50,000 per violation. 

• Tier 2: Violation due to reasonable cause and not 
willful neglect - $1,000 to $50,000 per violation. 

• Tier 3: Violation due to willful neglect and corrected 
within 30 days of when known or should have been 
known with reasonable diligence - $10,000 to $50,000 
per violation. 

• Tier 4: Violation due to willful neglect and not corrected 
within 30 days of when known or should have been 
known with reasonable diligence - $50,000 per violation. 
 

042814 NEWS BLAST 



HIPAA Compliancy: Audit Preparation News Blast                                                                     2 of 2 
 

Ready or not, here they come… 
Is your practice ready to face a HIPAA audit? 

 
 

What you need to know to be prepared: 
A HIPAA audit aims to determine whether a practice has in place all the HIPAA-required policies and procedures 
(http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/) and if the practice is using these policies and procedures.  
 

 

Upon notification, a practice will have three weeks to prepare.  
In preparation, remember that auditors can and will ask for documentation including 
things such as training policies, materials, security incident policy and reports and could 
interview staff members randomly.  

 

HIPAA audits will be more specific and focus on particular problem areas: 
• Whether a practice has an updated Notice of Privacy Practices (NOPP); 
• Compliance with the new privacy rights and restrictions. 

 
Prepare your practice by performing internal audits to help avoid costly penalties: 
See link for more information on the Office for Civil Rights (OCR) Audit Documentation Requests and a 
checklist to help compile all the necessary documentation:  

http://www.malverngroup.com/uploads/OCR_Audit_Document_Request_Brief_20120424_v_2.pdf 
 
 
 

Resources: 
AAPC Cutting Edge August 2013 Issue, “HIPAA Audits: Be Prepared”: 

http://news.aapc.com/index.php/2013/09/hipaa-audits-be-prepared/ 
AMA – HIPAA Privacy and Security Toolkit: 

http://www.ama-assn.org//resources/doc/washington/hipaa-toolkit.pdf  
Final Omnibus Rule: 
 http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf 
HHS – Understanding Health Information Privacy: 

http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html  
HIPAA Training 2014 Presentation: 

http://www.medtronsoftware.com/pdf/HIPAA_Training_2014_Presentation.pdf 
 

 
Contact Software Support for assistance or any questions via:  

From MEDPM or MEDEHR Sign On screens, double click on ‘support@medtronsoftware.com’ to compose an 
email to the Software Support Dept. 

-OR- 
Phone:  (985) 234-0599 (local) 
  (800) 978-0599 (toll free) 

-OR- 
Fax:  (985) 234-0609 
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